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.1 Introduction

NoTE  Numerous changes were made to this document. It should be read in its entirety.

. 1.1 Purpose

5 The Gobi2000™ software package is based on the MDM2000™ ASIC. The Gobi™ platform
6 offers support for UMTS, HSPA, CDMA 1XEV-DO Rev A, and GSM/GPRS/EDGE technologies
7 through the use of downloadable technology-specific images.

8 This document provides instructions for installing the software on a Linux operating system.

s 1.2 Scope

10 This document is intended for internal users, carriers, and notebook OEMs (NOEMSs) who are

11 either evaluating Gobi or using modules programmed with Qualcomm NV configuration during
12 the initial stages of Gobi integration.

s 1.3 Conventions

14 Function declarations, function names, type declarations, and code samples appear in a different

15 font, e.g., #include.

16 Code variables appear in angle brackets, e.g., <numbers>.

17 Commands and command variables appear in a different font, e.g., copy a:*. * b:.

18 Shading indicates content that has been added or changed in this revision of the document.
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Introduction

1.4 Revision history

The revision history for this document is shown in Table 1-1.

Table 1-1 Revision history

Version Date Description

A May 2009 Initial release

B Oct 2009 Added drivers information; made additional engineering updates

C Mar 2010 Added EULA screen and description in Section 2.2; added and corrected
carrier information in Table 2-1; added details about downloading the
QCSerial2k*.c file and the Makefile to Section 2.3.4.

D Apr 2010 Numerous changes were made to this document. It should be read in its
entirety.

1.5 References

Reference documents, which may include QUALCOM M®, standards, and resource documents,
are listed in Table 1-2. Reference documents that are no longer applicable are deleted from this
table; therefore, reference numbers may not be sequential.

Table 1-2 Reference documents and standards

Ref. Document
QUALCOMM
Q1 | Application Note: Software Glossary for Customers CL93-V3077-1

1.6 Technical assistance

For assistance or clarification on information in this guide, submit a case to Qualcomm CDMA
Technologies at https://support.cdmatech.com/.

If you do not have access to the CDMATech Support Service website, register for access or send
email to support.cdmatech@gqualcomm.com.

1.7 Acronyms

For definitions of terms and abbreviations, see [Q1]. The following terminology is specific to this
document:

= udev — A constantly running daemon that manages devices for Linux 2.6 kernel series

o Manages device nodes in /dev

o Handles the /dev directory

o Handles all automated user space actions within adding/removing devices, including
firmware load

80-VP531-1 D
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Introduction

= udev rules — Flexible and very powerful configuration files for udev

m}

m}

Renames a device node from the default name to something else

Provides an alternative/persistent name for a device node by creating a symbolic link to
the default device node

Names a device node based on the output of a program
Changes permissions and ownership of a device node

Launches a script when a device node is created or removed (typically when a device is
attached or unplugged)

Renames network interfaces

Creates the device node with the default name supplied by the kernel, even if there are no
matching rules

For more information on udev rules, see http://www.reactivated.net/writing udev rules.html.

uname — Short for UNIX name; a software command in UNIX and UNIX-like operating systems that
prints system details about the machine and OS running on it on screen

m}

m}

uname —r — Returns the kernel version

uname —m — Returns the machine architecture (i.e., i686,x64_86)

= .DEB files — Extension for Debian software packages

m}

m}

Software package refers to files packaged in an archive format to be installed by a
package management system or a self-sufficient installer.

Debian packages are standard UNIX archives that include two gzipped or bzipped tar
archives, one that holds control information and one that holds data information.

A canonical program for handling these packages is dpkg, most commonly via
apt/aptitude.

Debian packages can be converted into other packages, and vice versa, using Alien.

= .rpm files — Extension for Red Hat software packages; originally developed by Red Hat for
Red Hat Linux, but now used by many Linux distributions

= .spec file — Recipe for creating an RPM package

o Multiple RPM packages can be built from a single .spec file.
o RPM packages are built from .spec files by using the rpmbuild tool.
80-VP531-1 D Qualcomm Confidential and Proprietary
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2 Qualcomm Software Installation — Closed
Source

2.1 Software deliverables

Qualcomm provides the Gobi2000 software in two parts. One part is proprietary software and the
other is open-source. The proprietary portion consists of the QDL Service and the carrier images.
The open-source portion consists of the USB driver and its associated Makefile.

2.2 QDL service and images installation

Install the software contained in the Gobi Linux Package (1.0.03 or later) by running the installer
Gobi2000-Linux-Package-<nOEM>-x.y.zz.rpm/deb in the GUI. Here, X, y, and z give the version
number of the installer. The GUI-based installation is part of the RPM or DEB package managers
that ship with most releases of Linux. The shell commands dpkg -i <debfilename> for DEB
packages, or rpm -i <rpmfilename> for RPM packages can also be used for installation.

80-VP531-1 D Qualcomm Confidential and Proprietary
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Qualcomm Software Installation — Closed Source

From Gobi Linux Package 1.0.50 onward, the installer presents an End User License Agreement
(EULA) screen to the user. The user is required to type | Agree to accept the EULA to install the
Linux package. The EULA screen is shown in Figure 2-1.

= & i)

Installation finished

Package 'Gobi2000-Linux-Package- -1.0.62.deb’was installed

= Terminal

,;1 Close

Figure 2-1 EULA screen

The Gobi Linux package contains QDL service, specific carrier images, and QCQMI drivers. The
default locations of QDL service, the images, the QCQMI drivers, and the object file are:

m QDL service — /opt/Qualcomm/QDLService2k
= Images — /opt/Qualcomm/Images2k

= Drivers — /opt/Qualcomm/Drivers2k

80-VP531-1 D Qualcomm Confidential and Proprietary
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Qualcomm Software Installation — Closed Source

NOTE

Figure 2-2 illustrates Gobi2000 installed folders.

File Edit View Terminal Tabs Help

bond@bond-laptop: /opt/Qualcomm$ 1s -1tr [~
total 16

-r--r--r-- 1 root root 3571 2009-89-11 89:05 Goblzaﬂa Linux-Package- <nOEM> -Readme. txt
drwxr-xr-x 3 root root 4096 2089-10-01 87:52 Dri

drwxr-xr-x 2 root root 4096 2089-10-01 B87:52 QDLServicezk

drwxr-xr-x 3 root root 4096 2089-10-01 B87:52 Imageszk

bond@bond-laptop: /opt/Qualcomms l

Figure 2-2 Installed folders/files

This package does not contain the open-source USB driver and must be installed prior to
installing the USB driver.

Download the installation package from Documents and Downloads at
https://support.cdmatech.com.

m /Documents and Downloads/Gobi/<Customer> Software Code/Gobi 2000 Linux SW:
Installer/GOBI2000_LINUX_PACKAGE<xxxx>, where xxxx is the version number

2.2.1 Images2k

The carrier images for each nOEM are located in \opt\Qualcomm\lmages2k\<nOEM>. Each
NnOEM is provided with multiple carrier images, based on their customized requirement.

Every carrier image has three parts: amss.mbn, apps.mbn, and ugcn.mbn.

The UMTS carriers share the same amss.mbn and apps.mbn. However, carrier-specific changes
are present in ugcn.mbn. The ugcn.mbn distinguishes one UMTS carrier from another.

Each CDMA carrier has a unique amss.mbn, apps.mbn, and ugcn.mbn.

80-VP531-1 D 10 Qualcomm Confidential and Proprietary
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Qualcomm Software Installation — Closed Source

UMTS carrier images are located as follows:

n /opt/Qualcomm/Images2k/<nOEM>/UMTS/amss.mbn

= /opt/Qualcomm/Images2k/<nOEM>/UMTS/apps.mbn

= /opt/Qualcomm/Images2k/<nOEM>/#/ugcn.mbn
# indicates the number assigned for a specific carrier.

CDMA carrier images are located as follows:

= /opt/Qualcomm/Images2k/<nOEM>/#/amss.mbn

= /opt/Qualcomm/Images2k/<nOEM>/#/apps.mbn

= /opt/Qualcomm/Images2k/<nOEM>/#/ugcn.mbn

# indicates the number assigned for a specific carrier.

Figure 2-3 illustrates the Images2k installed folders.

bond@bond-laptop: fopt/Qualcomm/Images2k/ <nOEM> $

File Edit View Temminal Help

bond@bond-laptop: fopt/Qualcomm/Images2k/<n0EM='$ 1s -1tr &
total 48

-r--r--r-- 1 root root 116 2818-04-08 19:17 .did

drwxr-xr-x 2 root root 4096 2010-84-16 07:36 TS

drwxr-xr-x 2 root root 4096 2010-84-16 87:36 ¢

drwxr-xr-x 2 root root 4696 2018-84-16 07:36

drwxr-xr-x 2 root root 4096 2018-84-16 07:36

drwxr-xr-x 2 root root 4096 2018-84-16 07:36

drwxr-xr-x 2 root root 46096 2018-84-16 07:36

drwxr-xr-x 2 root root 4096 2018-84-16 07:36

drwxr-xr-x 2 root root 4096 2010-84-16 07:36

drwxr-xr-x 2 root root 4096 2018-84-16 07:36

drwxr-xr-x 2 root root 4696 20818-84-16 07:36 EE
drwxr-xr-x 2 root root 4096 2010-84-16 07:36

Figure 2-3 Installed Images2k folders

80-VP531-1 D
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Qualcomm Software Installation — Closed Source

Table 2-1 lists the folder mapping.

Table 2-1 Folder mapping of carrier images

ID — Carrier Image build ID UQCN build ID** Technology
0 — Vodafone D1025MSTUTABGD D1025MUQCNABFM UMTS
1 - Verizon D1055MSTUTDSVD D1055MUQCNDSVM CDMA
2 — AT&T D1025MSTUTABGD D1025MUQCNASDM UMTS
3 — Sprint D1055MSTUTCSFD D1055MUQCNCSFM CDMA
4 — T-Mobile D1025MSTUTABGD D1025MUQCNABLM UMTS
6 — Generic EU D1025MSTUTABGD D1025MUQCNABGM UMTS
7 — Telefonica D1025MSTUTABGD D1025MUQCNABHM UMTS
8 — Telecom ltalia D1025MSTUTABGD D1025MUQCNABIM UMTS
9 — Orange D1025MSTUTABGD D1025MUQCNABOM UMTS
11 — Alltel* D1055MSTUTCSLD D1055MUQCNCSLM CDMA
12 - DOCOMO D1025MSTUTABED D1025MUQCNABEM UMTS
14 — Telcel D1025MSTUTABGD D1025MUQCNABKM UMTS

Note: D1025 — UMTS, D1055 — CDMA

*This carrier image is no longer supported or packaged in a Linux release. Alltel functionalities are supported through
the Verizon image.

*UQCN build ID may be the same as the image build ID for certain releases.

80-VP531-1 D 12 Qualcomm Confidential and Proprietary
MAY CONTAIN U.S. AND INTERNATIONAL EXPORT CONTROLLED INFORMATION



Qualcomm Software Installation — Closed Source

All UMTS carrier images use the generic image and a carrier-specific UQCN file (Figure 2-4
through Figure 2-6).

File Edit Wiew Terminal Tabs Help

bond@bond-laptop: /opt/Qualcomm/Images2k/ <nOEM>/UMTSS 1s -1tr
total 13892

-r--r--r-- 1 root root 3092524 2009-83-30 13:09 apps.mbn
-r--r--r-- 1 root root 11104308 2009-03-30 13:09 amss.mbn
bond@bond-laptop: /opt/Qualcomm/Images2k/ <nQEM:=>/UMTSS

[+]

Figure 2-4 UMTS images files

Fle Edit Wiew Terminal Tabs Help

bond@bond-laptop: /opt/Qualcomm/Images2k/ <nOEM= /8% 1s -1tr
total 12

-r--r--r-- 1 root root 9188 2009-084-03 17:53 ugcn.mbn
bond@bond-laptop: /opt/Qualcomm/Images2k/ <nOEM= /8%

[*]

Figure 2-5 UMTS UQCN files

80-VP531-1 D
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Fle Edit View Terminal Tabs Help

bond@bond-laptop: /opt/Qualcomm/Images2k/ <nOEM> /1% 1s -1tr
total 9432

-r--r--r-- 1 root root 3014780 2089-03-30 13:089 apps.mbn
-r--r--r-- 1 root root 6598788 2089-03-38 13:09 amss.mbn
-r--r--r-- 1 root root 17296 2809-04-83 17:53 uqcn.mbn
bond@bond-laptop: /opt/Qualcomm/Images2k/ <noEM= /1%

[+]

Figure 2-6 CDMA images files

2.2.2 QDLService2k

The QDLService2k folder in /opt/Qualcomm/ contains the following upon installation:
m  QDLService2k*, * representing the nOEM name

s QDLService2k*.rules

m  Options2k*.txt

Upon the first attempt to download firmware to the Gobi2000 module, the QDL Service2k folder
will have an additional file:

m  QDLService2k*.txt

80-VP531-1 D 14 Qualcomm Confidential and Proprietary
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The folder details are illustrated in Figure 2-7 and Figure 2-8.

fle Edit View Terminal Tabs Help
bond@bond - Laptop: /opt/Qualcomm/QDLService2ks 1s -1tr

D

total 184
-r--r--r-- 1 root root 1129 2009-03-30 13:09 QDLServiceZk <nOEM>, rules
-r-xr--r-- 1 root root 175006 2009-03-30 13:09 <nOEM>

-rw-rw-rw- 1 root root 118 2009-03-36 13:09 Options2k <nOEM>  txt
bond@bond - laptop: /opt/Qualcomm/QDLService2ks

Figure 2-7 QDL file locations

File Edit Wiew Terminal Tabs Help

bond@bond-laptop: /opt/Qualcomm/QDLService2ks 1s -1tr

total 192

-r-%xr--r-- 1 root root 175006 2009-03-30 13:09 <nOEMN >
-rw-rw-rw- 1 root root 118 2009-03-38 13:09 Options2k<nOEM=_ txt
-r--r--r-- 1 root root 1129 2009-04-07 18:04 QDLServiceZk<nOEM>=>.rules
-rw-rw-rw- 1 root root 5556 2009-84-09 19:03 [IRYa"hE]-rd 45
bond@bond-laptop: /opt/Qualcomm/QDLService2ks

[+]

Figure 2-8 QDL file locations with QDL Service2k*.txt

80-VP531-1 D 15 Qualcomm Confidential and Proprietary
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Qualcomm Software Installation — Closed Source

2.2.3 QDLService2k*

QDLService2k* is an executable that loads the firmware images to the Gobi module. This
executable is not designed to be run manually by the user, but instead by the udev daemon.

Location: /opt/Qualcomm/QDLService2k/QDLService2k* (see Figure 2-8).

2.2.4 QDLService2k* rules
This udev rule tells the udev daemon to execute the QDL Service when it sees a new device with:
= Correct Boot VID/PID
= Device node at ttyUSB<#> (which requires the driver to be loaded)
Location: /opt/Qualcomm/QDLService2k/QDLService2k*.rules (see Figure 2-8).

2.2.5 QDLService2k*.txt

QDLService2k*.txt is a log file that is updated by the service while it is running. The messages
written by the service into the text file are important, because they may help to solve problems
(i.e., when the service does not load the AMSS image to the device). Due to the nature of this file,
it may become very large, so the service deletes it the first time the QDL Service is run after a
reboot.

Location: /opt/Qualcomm/QDLService2k/QDLService2k*.txt (see Figure 2-8)

2.2.6 Starting and stopping QDLService

QDLService does not run continuously. It is started based on the udev rules given in
Section 2.2.4. When download is complete, the QDLService stops running. The QDLService can
also be manually started by:

/opt/Qualcomm/QDLService2k/QDLService2k<nOEM> /dev/ttyUSB<#>

A super user must perform the manual start.

NoTE  QDLService2k* is not a service.

80-VP531-1 D 16 Qualcomm Confidential and Proprietary
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Qualcomm Software Installation — Closed Source

2.2.7 Options2k*.txt

Options2k*.txt is a text file that contains the paths of the required carrier images. The paths given
in the Options2k™.txt file are used for the default carrier images chosen by the nOEM.
Options2k*.txt points to three images: amss.mbn, apps.mbn, and ugcn.mbn. The contents of
Options2k*.txt are as follows (see Figure 2-9 and Figure 2-10):

m  For UMTS carriers used as default
o /opt/Qualcomm/Images2k/<nOEM>/UMTS/amss.mbn
o /opt/Qualcomm/Images2k/<nOEM>/UMTS/apps.mbn
o /opt/Qualcomm/Images2k/<nOEM>/#/ugcn.mbn
# indicates the number assigned for a specific carrier.
s For CDMA carriers used as default
o /opt/Qualcomm/Images2k/<nOEM>/#/amss.mbn
o /opt/Qualcomm/Images2k/<nOEM>/#/apps.mbn
o /opt/Qualcomm/Images2k/<nOEM>/#/ugcn.mbn
# indicates the number assigned for a specific carrier.
Location: /opt/Qualcomm/QDLService2k/Options2k*.txt (see Figure 2-8)

File Edit Tools Syntax Buffers Window Help

EHEE & B¢ 4« a@8H % o
EOP‘E/QUGICOHTWI mages2k/<nOEM> /UMTS/amss . mbn

Jopt/Qualcomm/Imagesz2k,/ <nOEM> /UMTS/apps . mbn
Jopt/Qualcomm/Images2k/<nQEM> /0 /uqcn. mbn

€
-~
2

{ JGE R SO O [N S R USRI |

[4]

"Optionszk <nOEM> . txt" 4L, 118C A all

Figure 2-9 Options2k*.txt for UMTS (Image 0)

80-VP531-1 D 17 Qualcomm Confidential and Proprietary
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file Edit Jools Syntax Buffers Window Help
SFeR & B & ¢ 0833 %“239% 8

Jopt/Qualcomm/Images2k/<nOEM> /1/amss. mbn
Jopt/Qualcomm/Images2k/ <nOEM> /1/apps.mbn
/opt/Qualcomm/Imageszk/<nOEM> /1/ugcn.mbn

! ¢ ¢ ¢ ¢ 0l

4,0-1 All

Figure 2-10 Options2k*.txt for CDMA

2.2.8 Modifying Options2k*.txt

Modifying the Options2k*.txt file is not recommended. However, if the file is edited manually,
the Gobi2000 module must be reset for the change to take effect. This manual firmware change is
applicable only when the NV item NV_IRDA PNP_STATUS | (3186) is either inactive or
active, with a value of OXFFFFFFFF.

2.2.9 Drivers2k
The Drivers2k folder contains:
= Module.symvers
»  QCQMI kernel objects for different kernel versions supported
= QCQMIOBJ.o object to be used for building different QCQMI kernels
The QCQMI driver and its Module.symvers file are required to build the QCUSBNet2k*.c driver.
Location: /opt/Qualcomm/Drivers2k/<nOEM> (see Figure 2-11)
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File Edit Wiew Terminal Help

bond@bond-laptop: /opt/Qualcomm/Drivers2k/<noEm= % 1s -1tr -~
total 268

-r--r--r-- 1 root root 9829 2010-84-88 19:17 QCOMI-2.6.27.7.ko

-r--r--r-- 1 root root 7817 2010-84-88 19:17 QCOMI-2.6.31.ko

-r--r--r-- 1 root root 55781 2018-04-88 19:18 QCOMI-2.6.27.15-2-pae.ko

-r--r--r-- 1 root root 55781 2018-04-88 19:18 QCOMI-2.6.27.19-2-pae.ko

-r--r--r-- 1 root root 15732 2010-84-88 19:18 QCQMIOB].o

-r--r--r-- 1 root root 183877 2010-84-88 19:18 QCOMI-2.6.31-14-generic.ko

-r--r--r-- 1 root root 2752 2010-84-88 19:18 Module.symvers
bond@bond-laptop: /opt/Qualcomm/Drivers2k/ <n0En> §

Figure 2-11 QCQMI and Module.symvers in Drivers2k
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3 Qualcomm Software Installation — Open
Source

3.1 Downloading open source files

To access the open source software code files, go to https://www.codeaurora.org/ and select the
Gobi project through the Gobi Module in Forum World or through the View all Projects link in
Forum World, or go directly to https://www.codeaurora.org/patches/quic/gobi/.

The open-source release accompanies release of the proprietary software. Customers are advised
to check the Gobi folder at the CAF when they receive notification for release of the proprietary
software. At times, there is a delay of one or two days between release of the proprietary software
and the open-source software.

The open-source package is stored as <AAXXX>.Gobi2000Drivers.tar.gz, where AAXXX is the
nOEM-specific item number.

3.2 USB Serial driver installation

The USB Serial driver is called QCSerial2k*.c. The USB Serial driver must be built before it can
be used. QCSerial2k*.ko is the driver binary that will be installed and used.

3.2.1 Downloading files for USB Serial driver

The USB Serial driver files are QCSerial2k*.c and its Makefile. These files are released as the
open-source software from CAF and are available at the QCSerial2k folder.

3.2.2 Prerequisites

Prerequisites for building a USB Serial driver are:

Kernel headers or full source must be installed for the currently running kernel. There must
be a link, /lib/modules/<uname —r>/build, that points to these kernel headers or kernel
sources.

The kernel must support the usbcore and usbserial drivers, either as modules or built into the
kernel.

Tools required for building the kernel must be used. These tools usually come in a package
called linux-kernel-devel.

gcc compiler

make tool
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Qualcomm Software Installation — Open Source

3.2.3 Building the driver (QCSerial2k*.c)
To build the driver:
1. Navigate to the folder that contains QCSerial2k*.c and Makefile.

2. Run the make command. The driver is built for the current kernel and placed in the current
directory as QCSerial2k* .ko.

3.2.4 Installing QCSerial2k*.ko

Perform the following steps to install the newly created driver module. The steps must be
performed as a super user.

1. Copy the newly created QCSerial2k*.ko into the directory
/lib/modules/<uname —r>/kernel/drivers/usb/serial/.

2. Runthe depmod command. This regenerates the module dependencies and allows the
QCSerial2k* driver to be loaded when the Gobi device is connected.

3. Add the line QCSerial2k* to /etc/modules. (This file exists only on some Debian-based
systems. If it does not exist, this step can be omitted.) This is a system-specific file that
ensures the driver is loaded when the computer is started.

4. (Optional) Load the driver manually with the command modprobe QCSerial2k*.

This is required only the first time, after installation of the QCSerial2k* driver. The
QCSerial2k* driver is automatically loaded following a restart, or if the Gobi device is
plugged in.

NoTE  When enumerated, the Gobi device appears as /dev/ttyUSB<#>, where <#> signifies the next
available ttyUSB port. In Composite mode, some connection managers may require the modem
to be renamed. A user can create a symbolic link by typing:

1n -f /dev/ttyUSB<#> /dev/modem

3.3 QCQMI driver installation
The QCQMI driver is provided pre-built, as a part of the GOBI2000_LINUX_PACKAGE

(see section 2.2.9). If a user desires to rebuild this driver, they may do so by using the
instructions in the following sections.

The QCQMI driver is necessary to build the USB network driver. QCQMI.ko, which is the driver
binary, will be used to build the network driver.

3.3.1 Downloading files for QCQMI driver

The files related to the QCQMI driver are QCQMIEXxports.h, ModCore.c, and its Makefile. These
are released as open-source software from CAF, and are available in the QCQMI folder.
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Qualcomm Software Installation — Open Source

3.3.2 Prerequisites
Prerequisites for building a QCQMI driver:

Kernel headers or full source must be installed for the currently running kernel. There must
be a link, /lib/modules/<uname —r>/build, that points to these kernel headers or kernel
sources.

Tools required for building the kernel must be used. These tools usually come in a package
called linux-kernel-devel.

gcc compiler
make tool
QCQMIOBJ.o file, installed by the Gobi2000-Linux-Package

3.3.3 Building the driver (QCQMI.ko)
To build the driver:

1.
2.

Navigate to the QCQMI folder that contains QCQMIExports.h, ModCore.c, and Makefile.

Copy the QCQMIOBJ.o object file to the current directory by typing
cp /opt/Qualcomm/Drivers2k/<nOEM>/QCQMIOBJ.o ./

Run the make command. The driver is built for the current kernel and placed in the current
directory as QCQMI.ko.

3.3.4 Installing QCQMI.ko

Perform the following steps to install the newly created driver module. The steps must be
performed as a super user.

1.

4.

Copy the newly created QCQMI.ko into the directory
/lib/modules/<uname —r>/kernel/drivers/net/usb/.

Run the depmod command. This regenerates the module dependencies and allows the
QCQMI driver to be loaded when the Gobi device is connected.

Add the line QCQMI to /etc/modules. (This file exists only on some Debian-based systems. If
it does not exist, this step can be omitted.) This is a system-specific file that ensures the driver
is loaded when the computer is started.

(Optional) Load the driver manually with the command modprobe QCQMI.

This is required only the first time after installation of the QCQMI driver. The QCQMI driver is
automatically loaded following a restart, or if the Gobi device is plugged in.

NOTE A warning message is printed by the driver when the QCQMI module is loaded. The message is
as follows: QCQMI: module license ‘unspecified’ taints kernel. This is expected, because the
QCQMI driver is not licensed under GPL.
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Qualcomm Software Installation — Open Source

3.4 USB network driver installation

The USB network driver is called QCUSBNet2k*.c. The network driver must be built before it
can be used. CAF provides the Makefile, with QCUSBNet2k*.c, to build it into
QCUSBNet2k*.ko. This is the driver binary that will be installed and used.

3.4.1 Downloading files for USB network driver

The files related to the USB network driver are QCUSBNet2k*.c, QMIDevice.c, QMIDevice.h,
Structs.h, QCQMIExports.h, and the Makefile. These are released as open-source software from
CAF, and are available in the QCUSBNet2k folder.

3.4.2 Prerequisites
Prerequisites for building a USB network driver:

m  Kernel headers or full source must be installed for the currently running kernel. There must
be a link, /lib/modules/<uname —r>/build, that points to these kernel headers or kernel
sources.

= The kernel must support the usbcore and usbnet drivers, either as modules or built into the
kernel.

= Tools required for building the kernel must be used. These tools usually come in a package
called linux-kernel-devel.

= gcc compiler
= make tool

n  QCQMI driver, installed by the Gobi2000-Linux-Package for supported kernels, or as built in
the preceding section for any other kernel

3.4.3 Building the driver (QCUSBNet2k*.c)
To build the driver:

1. Navigate to the folder that contains QCUSBNet2k*.c, QCQMIExports.h, QMIDevice.c,
QMIDevice.h, Structs.h, and Makefile.

2. For kernels prior to 2.6.25, create a symbolic link to the usbnet.h file in the kernel sources by
typing 1n -s <linux sources>/drivers/met/usb/usbnet.h ./

3. Copy the QCQMI driver Module.symvars file to the current directory by typing
cp /opt/Qualcomm/Drivers2k/<nOEM>/Module.symvers ./

4. Run the make command. The driver is built for the current kernel and placed in the current
directory as QCUSBNet2k*.ko.
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3.4.4 Installing QCUSBNet2k*.ko

Perform the following steps to install the newly created driver module. The steps must be

performed as a super user.

1. Copy the newly created QCUSBNet2k*.ko into the directory
/lib/modules/<uname —r>/kernel/drivers/net/usb/

2. Runthe depmod command. This regenerates the module dependencies and allows the
QCUSBNet2k* driver to be loaded when the Gobi device is connected.

3. Add the line QCUSBNet2k* to /etc/modules. (This file exists only on some Debian-based
systems. If it does not exist, this step can be omitted.) This is a system-specific file that
ensures the driver is loaded when the computer is started.

4. (Optional) Load the driver manually with the command modprobe QCUSBNet2k*.

This is required only the first time after installation of the QCUSBNet2k* driver. The
QCUSBNet2k* driver is automatically loaded following a restart, or if the Gobi device is

plugged in.
NoTE  When enumerated in composite mode, the Gobi device appears as a network interface usb<#>,
where <#> signifies the next available USB network interface. The device node /dev/qcgmi<#>
will also be created for use by QCWWANCMAPI2k. See Figure 3-1.
=) Devices - Network Tools [= D] x| =7 [ E
Tool Edit Help Fle Edit View Terminal Tabs Help
P = T TS ;= 1 root@undp-laptop:~# ifconfig usb a
DMCQS!pmg-Nemaljhcemme-portﬁlmofmger Who's- —_— = usbtta@ P Liﬁﬁ gncgp:Etherngt m(:addr 16:7f:ec:2e:fb:9b

Metwork device: unknrown Interface (usbo)

5 l [ g configure |

IP Information

inet addr:75.214.217.46 Bcast:75.214.217.47 Mask:255.255.255.252
inet6 addr: fes@::147f:ecff:fe2e:fb9b/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l

R¥ packets:7 errors:@ dropped:@ overruns:® frame:®

TX packets:32 errors:0 dropped:® overruns:@ carrier:@

Protocal | IF Address Netmask / Prefix | Broadcast Scope collisions:8 txqueuelen: 1660
Pvi  75.214.217.46 255,255.255,252 75.214.217.47 RX bytes:1130 (1.1 KB) TX bytes:4646 (4.5 KB)
(=% fegou1a7fecfifezefbob 64 Link root@undp-laptop:~# |:|
Interface Information Interface Statistics
Hardware address: 16:7fec:2efh:ob Transmitted bytes: 4.5 KB
Multicast: Enabled Transmitted packets: 32
MTU: 1500 Transmission errars: 0
Link speed: not available Received bytes: 1.1KiB
State: Active Peceivad packats: 7
Reception errors 0
Caollisions: 0
—
Figure 3-1 Network interface
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4 Gobi Troubleshooting

4.1 Verifying enumeration

To verify that the device is connected to the USB bus, type the 1susb command. This shows the
bus and device 1D, followed by the VID/PID and name of each device connected to the USB bus.
An example is provided in Figure 4-1.

Bus
Bus
Bus
Bus
Bus
Bus
Bus
Bus
Bus
Bus
Bus
Bus

Eile

Edit

Be8
Be8
Be7
Be7
Be2
Be6
Be6
Be5
0e4
ae3
el
Bel

Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device
Device

0o4:

eel:
ee3:
ool:
eel:
ee3:
eel:
0el1:
@el:
gel:
g4
gel:

bond@bond-laptop:~$

View Terminal

bond@bond-laptop:~$ lsusb

B5ck:
o0 :
B5ca:
0e0e0e:
B0e006:
B44e:
0000 :
00080 :
0e0e0e:
0e00:
147e:
0000 :

ID
ID
ID
ID
1D
ID
ID
1D
ID
ID
ID
ID

Tabs

Help

920b Qualcomm, Inc.
geen
18b06
gaa6
aea6
3017
gaen
peee
gaan
gaaen
la68
gaen

Figure 4-1 Isusb command

The enumeration of the Gobi device with the VID/PID, as illustrated, occurs after the driver and
the installer package is installed. This is a system tool and is not Gobi-specific.
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4.2 Debugging

There are several ways to debug if the Gobi card is not detected or enumerated.

4.2.1 Kernel logs

The syslogd daemon logs all the activities of the hardware configured during boot time and
runtime. The logs are saved at /var/log/. The log files are named kern.log, daemon.log, messages,
and syslog. The new USB port is enumerated in the form ttyUSB<#>, as shown in Figure 4-2.

Fle Edit Tools Syntax Buffers Window Help

P FIi - i ol . 0 i

EERR 9f B ¥s & @B "3 086

Apr 8 16:11:52 bond- laptop kernel: 76.066203]  groups: 02 01 <]
Apr 8 16:12:27 bond-laptop kernel: [ 111.661810] usb 8-1: new high speed USB device using ehci_hed and address 3

Apr 8 16:12:27 bond-laptop kernel: [ 111.795389] usb 8-1: config L has an invalid interface number: 1 but mex is 0
Apr 8 16:12:27 bond-laptop kernel: [ 111.795400] usb 8-1: config L has no interface number 0
Apr 8 16:12:27 bond-laptop kernel: [ 111.797463] usb 8-1: configuration #1 chosen from 1 choice
Apr B 16:12:27 bond-laptop NetworkManager: <debugs [1239225147.980541] nm_hal device added(): New device added (hal udi is 'jorg/fre
edesktop/Hal/devices/ush_device_Sc6_9208 noserial').
Apr 8 16:12:28 bond-laptop kernel: [ 111.863015] /build/buildd/linux-2.6.24/drivers/ush/serial/ush-serial.c: USE Serial support reg
1stered for QCSerialzk<nOEM:>
Apr 8 16:12:28 bond-laptop kernel: [ 111.864022
Apr 8 16:12:29 bond-laptop kernel: [ 111.864203
(
[

QCserialzk<nDEM> 8-1:1.1: QCSerialzkenOEM> converter detected
ush 8-1: QCSerial2ken0Ems converter now attached to 0
Apr 8 16:12:28 bond-laptop kernel: [ 111.864318] usbcore: registered new intertace driver QCSerial2k<nOEM:>
Apr 8 16:12:28 bond-laptop kernel: 111.864422] /home/bond /warkingarea,/QCom/Gob12000/QCSerial ZkenoEms .c: vO.1

apr 8 16:12:28 bond- laptop kernel: [ 111.864425] /home/bond/workingarea/QCom/Gobi2000/QCSerial2kenOEM> .c: QCSerial2kenoEMs

Apr 8 16:12:28 bond- laptop NetworkManager: <debugs [1239225148.049173] nm_hal_device added(): New device added (hal udi is '/org/fre
edesktop/Hal /devices/ush_device 5c6 9208 noserial 1f1').

Apr 8 16:12:28 bond- laptop NetworkManager: <debugs [1239225148.051015] nm_hal_device added(): Mew device added (hal udi 1s '/org/fre
edesktop/Hal/devices/usb_device Sc6 5208 noserial ifl serial ush 0').

Apr 8 16:12:35 bond- laptop kernel: [ 118.985819] ush 8-1: USB disconnect, address 3

Apr 8 16:12:35 bond-laptop kernel: [ 118.986329] QCSerial2k* driver ttyUSBO: QCSerial2k® converter now disconnected from ttyUSBO
Apr 8 16:12:35 bond-laptop kernel: [ 118.986363] QCSerial2k<nOEM>8-1:1.1: device disconnected

Apr 8 16:12:35 bond- laptop NetworkManager: <debug= [1239225155.175365] nm_hal_device removed(): Device removed (hal udi 1s '/org/frei
edesktop/Hal /devices/ush_device_5c6 9208 noserial_1fl serial_usb_0'). |v]
920,100 085

Figure 4-2 SYSLOG
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4.2.2 DMESG

The dmesg command can be run on the command prompt to see the kernel/module log at runtime.
Run damesg -c (clear the kernel ring buffer before printing) and then plug in the Gobi card, as
shown in Figure 4-3.

File Edit View

76.066198]
76.066201]
76.066202]
76.066203]
111.661810]
111.795389]
111.795400]
111.797463]
111.863015]

[

[

[

[

[

[

[

[

[

e

[ 111.864022]
[ 111.864203]
[ 111.864318]
[ 111.864422]
[ 111.864425]
[ 118.985819]
[ 118.986329]
t

[

[

[

[

[

r

118.986363]
119.256299]
119.399496]
119.483699]
119.4083868]

Terminal Tabs Help

groups: 01 82
CPUl attaching sched-domain:

domain @: span 03

groups: 02 01
usb 8-1: new high speed USB device using ehci hcd and address 3
usb 8-1: config 1 has an invalid interface number: 1 but max is ©
usb 8-1: config 1 has no interface number @
usb 8-1: configuration #1 chosen from 1 choice
/build/buildd/linux-2.6.24/drivers/usb/serial/usb-serial.c: USB S

rial support registered for QCSerial2k<nOEM>

Qcserial2k 8-1:1.1: QCSerial2k<nOEM> converter detected
usb 8-1: QCSerial2k<n0EM= converter now attached to st
usbcore: registered new interface driver QCSerial2k<nOEM:=
/home/bond/workingarea/QCom/Gobi2008/QCSerial2k <nOEM=>.c: v@.1
/home/bond/workingarea/QCom/Gobi2000/0CSerial2k <nOEM= .c: 0CSerial2k<nOEM>
usb 8-1: USB disconnect, address 3

QCSerialZk<n0EM=> driver ttyUSBe: QCSerial2k<nOEM=> converter now disconnec

ed from ttyUSE®

QcSerial2k<nOEM> 8-1:1.1: device disconnected

usb 8-1: new high speed USB device using ehci hcd and address 4
usb 8-1: configuration #1 chosen from 1 choice

QCSerial2k 8-1:1.2: QCSerial2k<nOEM> converter detected

usb B-1: QCSerial2k<noEm=>converter now attached to ttvusBe

oot@bond-laptop: /var/log#

[¥]

Figure 4-3 DMESG

If the device does not enumerate in the /dev directory in the form of /dev/ttyUSB<#>, and the
device enumerates under a Windows OS, look for one of the following possible reasons:

= The kernel is not detecting the Gobi hardware on the USB port. Verify that the USB port is
working properly, by plugging in a working USB mouse. If the mouse is not detected, the
USB port might be faulty. Plug in the Gobi device on another USB port and recheck.

= If the USB mouse is detected, but not the Gobi device, the Gobi USB serial driver (module) is
not properly installed. To debug this issue, perform the following steps:

a. List the hardware and associated drivers (modules) currently detected by the Linux kernel
by using the command 1shw -businfo (Figure 4-4), or 1shw -C GENERIC
(Figure 4-5). Check for Qualcomm Gobi2000 in that file.
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root@bond-laptop: /var/log#

File Edit View Terminal Tabs Help
pCci@Peee:06:00.0 wmaster® network
pci@eeee:ne:1c.3 bridge
pCci@Eeeen:00:1d.0 bus
ush@4 usb4 bus
pci@eeee:00:1d.1 bus
usb@s usbs bus
pci@eeee:00:1d.2 bus
usb@e ushé bus
usbh@6:2 communication
pci@Eeeen:00:1d.7 bus
usb@s ush8 bus

generic

Intel Corporation

828011 (ICH9 Family) PCI Express Port 4
82801I (ICHY9 Family) USB UHCI Controller #1
UHCI Host Controller

82801I (ICHY9 Family) USB UHCI Controller #2
UHCI Host Controller

828011 (ICH9 Family) USB UHCI Controller #3
UHCI Host Controller

BCM2046 Bluetooth Device

82801 (ICH9 Family) USB2 EHCI Controller #1
EHCI Host Controller

Qualcomm Gobi 2

82801 Mobile PCI Bridge

RL5c476 II

R5C832 IEEE 1394 Controller

R5C822 SD/SDIO/MMC/MS/MSPro Host Adapter
R5C592 Memory Stick Bus Host Adapter
ICH9M-E LPC Interface Controller

ICHIM/M-E SATA AHCI Controller

250GB TOSHIBA MK2546GS

7216MiB Windows NTFS volume

111GiB windows NTFS volume

114GiB Extended partition

199GiB Linux filesystem partition

4784MiB Linux swap / Solaris partition
DVD-RAM UJBB2AS

82801I (ICH9 Family) SMBus Controller

pCci@eeee:0e0:1e.0 bridge
pci@Eeeee:0b:04.0 bridge
pCci@eeee:0b:84.1 bus
pci@eeen:0b:04.2 system
pci@Boen:0b:04.4 system
pci@eeen:ee:1f.0 bridge
pci@eeee:e0:1f.2 scsid storage
5C5i@0:0.0.0 Jdev/sda disk
5C5i@0:0.0.0,1 Jdev/sdal volume
5c51@0:0.0.0,2 Jdev/sda2 volume
5C51@0:0.0.0,3 J/dev/sda3 volume
/dev/sda5  volume
Jdev/sda6 volume
5c51@1:0.08.0 Jdev/cdrom disk
pCci@Eeeen:ee:1t.3 bus
power N/A

[+]

Figure 4-4 LSHW — BUSINFO

options can be

-class CLASS

File Edit wiew Terminal Tabs

Help

only show a certain class of hardware

[+]

-C CLASS same as '-class CLASS'
-quiet don't display status

root@bond- laptop: /var/log# lshw -C GENERIC
*-usb UNCLAIMED
description: Generic USB device
product: Fingerprint Sensor
vendor: TouchStrip
physical id: 1
bus info: usb@l:1l
version: ©.33
capabilities: usb-1.80
configuration: maxpower=100mA speed=12.8MB/s
#-ush UNCLAIMED

physical id: 1

bus info: usb@s8:1

version: 0.82

capabilities: usb-2.80

configuration: maxpower=508mA speed=480.0MB/s
root@bond-laptop: /var/log#

-disable TEST disable a test (like pci, isapnp, cpuid, etc. )
-enable TEST enable a test (like pci, isapnp, cpuid, etc.

-sanitize sanitize output (remove sensitive information like serial numbers, etc.)

Figure 4-5 LSHW — C GENERIC
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Gobi Troubleshooting

b. If Ishw is run and a driver bound to the Gobi device is found, ensure it is communicating
to the kernel by running the command 1smod to determine if the driver is loaded (search
for usbserial and QCSerial2k* in the output). If the driver module is not shown in the list
(Figure 4-6), load it by using the modprobe commands.

Fle Edit Wew Terminal Tabs
crc tledif 9984
cdrom 43168
sq 39732
ahci 37132
libata 177312
scsi_mod 155212
ohcil394 37936
ieee1394 96324
uhci hed 30736
ehci_hed 43276
usbhcore 148848
uvcvideo,uhci hed,ehci hed
elf0oe 112680
dock 16656
thermal 23708
processor 42156
fan 12548
fbcon 47648
tileblit 18888
font 16512
bitblit 13824
softcursor 9984
fuse 60828
bond@bond-laptop:~%

Help

1 sd mod

1 sr_mod

]

2

1 ahci

6 usb_storage,sbp2,sr_mod,sd mod,sg,libata
]

2 sbp2,0hcil394

]

]

11 UCUSBNetZk<nOEM>,UCSeriale<nOEM>,usbserial,usb_storage,libusual,

libata
acpi cpufreq,thermal
fbcon
fbcon

fbcon
bitblit

S I ISR T S S <]

Figure 4-6 LSMOD

Note that, to get additional debug
drivers with the debug parameter.

m  For QCSerial2k*
rmmod QCSerial2k<nOEM>
rmmod usbserial
modprobe usbserial debug

messages in the kernel/dmesg logs, the user should load the
This can be done as follows:

modprobe QCSerial2k<nOEM> debug

s For QCUSBNet2k*

rmmod QCUSBNet2k<nOEM>
modprobe QCUSBNet2k<nOEM> debug
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4.2.3 QDL Service.txt

If the driver has loaded but the firmware has not loaded, there may be an issue with the firmware
or the QDL service. View the QDLService.txt file for related errors. QDLService.txt is illustrated

in Figure 4-7.
file Edit Tools Syntax Buffers Window Help
SRk 4 B X« 23S % 08
04/08/09 16:31:14,065 [3083314880] Q0L Downloader Start 'E
04/08/09 16:31:14, 065 [3083314880) ProcessDevice(] - Attespting to start download [fdevsttyuseo, <\VID:PID> ]
04,/08,/09 16:31:14.065 [3083314880] AMSS Path = jopt/Qualcomm/Images2k/ <pOEM> fUMTS/ amss.mbn
04/08/09 16:31:14.055 [3083314880] Apps Path = Jopt/Qualcomm/ImagesZk/<nOEM> JUMTS/ apps.mbn
04/08/0% 16:31:14,085 [3083314880] UGCN Path = fopt/Cualeomn/I magesk/ <nOEM> /O/ugen. sbin
O4/08/058 18:31:14, 162 [3083314880] QOL protecol server reguest sent
04/08/09 16:31:14.162 [3083314880] 0000 [9 03703799 16:31:14]
04/08/09 16:31:14.162 [3083314880] Ol 51 43 4F 4D 20 68 6% 67 68 20 73 70 65 65 64
04,/08/09 16:31:14. 162 [3083314880] 20 7O 72 6F 74 G6F 62 6F 6C 20 68 73 T4 00 00 0O
04/08/09 16:31:14, 162 [3083314880) 00 05 05 30
04/08/09 16:31:14.164 [3083314880] Q0L protocol server response raceived
04,/08/09 16:31:14.164 [3083314880] 0001 [8 03/03/99 16:31:14]
04,/08/0% 16:31:14. 164 [3083314880] G2 51 43 4F 4D 20 68 6% 67 &8 20 T3 70 65 65 &4
04/08/08 16:31:14, 164 [3083314850) 20 70 T2 6F T4 6F 63 6F SC 02 00 O0 00 24 00 1A
04,/08,/09 16:31:14.164 [3083314880] Dl @5 05 00 00 00 00 OO0 00 00 00 00 00 00 00 00
04,/08,/09 16:31:14.164 [3083314880] 30
04/08/09 16:31:14, 164 [3083314880] Q0L sending image file sopt/Qualcomn/Imagesk/<nOEM>/UMTS/anss  mbn =
04/08/058 16:31:14, 164 [3083314880] QOL protecol servar request sent
04/08/09 16:31:14.164 [3083314880] o002 [9 03703799 16:31:14]
04,/08/09 16:31:14.164 [3083314880] 25 05 2C 70 A9 0O O1 00 00 00 04 00 00
04,/08,/09 16:31:14.166 [3083314880] Q0L protecol server response received
04/08/09 16:31:14, 165 [3083314850) 0003 (8 03/03/99 16:31:14]
04,/08/09 16:31:14.166 [3083314880] 26 00 DD 01 0O 00 OO O4
04,/08/09 16:31:14,432 [3083314880] QOL protocol server sent 1048576 bytes of image
04/08/0% 168:31:14, 657 [3083314880] Q0L protecol server sent 1048578 bytes of image -
04/08/09 16:31:14,862 [3083314880) Q0L protecol server sent 1048576 bytes of image
04/08/09 16:31:15.226 [3083314880] QOL protocol server sent 104BS76 bytes of image
04/08,/09 16:31:15.492 [3083314880] QDL protocol server sent 1048576 bytes of image
04/08/0% 16:31:15.757 [3083314880] Q0L protocol server sent 1048576 bytes of image
04/08/09 16:31:16,030 [3083314880] QOL protocol server sent 1048576 bytes of image
04/08/00 16:31:16.204 [3083314880) Q0L protocol server sent 10485765 bytes of 1mage
04/08/09 16:31:16.561 [3083314880) QDL protocol server sent 1048576 bytes of image
04/08/09 16:31:16.826 [3083314880] Q0L protecol server sent 1048576 bytes of image
04/08/09 16:31:16, 582 [3083314880) QOL protecol server sent 618540 bytes of image
04/08/09 16:31:16.582 [3083314880] QOL protocol server regquest sent
04/08/09 16:31:16,582 [3083314880] 0004 [9 03703799 16:31:16]
04/08/09 18:31:16, 582 [23083314880] 27 00 00 00 0O 00 00 2C 70 A9 00 E0 anf]
04/08/09 16:31:17.161 [3083314880) GOL protocol server response raceived
oa/08/09 16:31:17.161 [3083314880] o005 (8 03703799 16:31:17]
04/08/09 16:31:17.161 [3083314880] 28 00 00 00 00 00 00 00 00
04/08/08 16:31:17,161 [3083314880] QOL sending image file sfopt/Qualcomn/Imageszk/<nOEM: /UMTS/apps .mbm =
112,78 B0
Figure 4-7 QDLService.txt
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